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A resilient company is built upon a secure and
reliable network
We live in an age where we are more connected than ever. It gives us competitive
advantage, allows us to run our business more efficiently and switch gears when
circumstances demand it of us. But how do you keep all your connections reliable and
secure? How do you decrease your attack surface? And what can you do with your
legacy MPLS lines in the age of the cloud?
We at Cerebo Networks can provide the solution
you need: Cerebo SASE services. We offer
modular services completely fitted unto your
needs, depending on your situation, needs and
wishes. In this solution brief, you’ll find why we do
things differently, how our solution is set-up and
how we can help.
How we do things differently
We at Cerebo Networks have come a long way
in the network and security game. Based on our
expertise and experience, we’ve decided to do
things a bit different than other players in the
market.
We believe in true partnership
Traditional players, like telco’s, are notorious
for their not-so-great reputation for providing
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good services and putting customers’ interests
first. Perhaps you’ll get the front seat if you’re
the largest global enterprise. Otherwise, you’re
destined for a pool of centralized resources that
hardly fit your organization.
At Cerebo Networks, we will call you by your
name, instead of giving you a number. In other
words: we want to get you through and through
and be there for you as a partner. We give
honest advice, always propose optimalisations,
and tell you about innovations. We do so
because we understand that you support a very
demanding and dynamic business. You’ll need
a flexible and proactive partner that is easy to
work with. In Cerebo, you’ll find that dedicated
support, delivery by dedicated delivery
engineers. We’re here to help.
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Why our telco-independence matters
We do things differently: Cerebo Networks is
telco independent. We believe MPLS has had
its best time. The internet has become the
new corporate backbone, with SASE providing
secure, reliable, flexible, and cost-efficient
connections, regardless of where your users,
data and applications are. Yes, that’s right, even
if you have critical on-premise applications in
your own corporate datacenter, the internet has
got your back.
Do you want to move away from your MPLS
now? Or do you want a more gradual phaseout and therefore need to integrate your MPLS
services? We’ve got you. We will provide you
with unbiased advice on the best solutions
for your situation. You can bring your own or
use existing internet connections, or we can
provide managed internet connections as part
of Cerebo SASE. Since we work with 3,000 ISPs
across the globe, you’ll get the best possible
access solutions for each location.

Why we do things the smart way
We like to be smart about secure connectivity
and automate everything that can be
automated. Luckily, with SD-WAN and SASE,
there is literally not much that cannot be
automated. We collect, correlate, and analyze
application, network, and security data. This
data feeds or intelligent algorithms, which
triggers automated actions to always keep your
network available, high performing and secure.
However, you’ll be in control: we’ll offer you
self-service capabilities that make using our
services as easy as possible. Plus: we’ll provide
a comprehensive dashboard and reports
to understand normal behavior, trends, and
anomalies in your network. We’ll provide
actionable insights that allow you to make
informed decisions. Have any questions? Or
need any advice? Your dedicated network
engineers are always on stand-by.
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How a smart and secure network is built
There is not one way to build a smart and secure network. It depends on where you are
now, what solutions sit where in your network and what results you want to achieve.
However, we can show you the most complete and ideal situation:
Cerebo SASE
The core of a smart and secure network is
the Cerebo SASE service, which combines
enterprise-grade networking and security.
A unique benefit of our solution is that it can
be delivered from the WAN edge, using SASE
gateway appliances at your locations, as well
as from the cloud, via SASE cloud gateways that
are strategically located near all major business
centers and cloud hubs across the globe. You
can flexibly blend edge- and cloud-based SASE
services to match the need of each type of
location. Public cloud services such as Azure or
AWS are connected via virtual SASE gateway
appliances that can easily be spun up from the
cloud providers’ marketplaces.
Remote and home users will automatically
connect to their nearest SASE cloud gateway.
They become part of the global SASE fabric,
together with your locations and public clouds.
The SASE fabric can be configured with multiple

network segments, each with their own network
topology, IP-address space, and application,
network and security policies. Which can all be
set-up and managed centrally via the Cerebo
orchestrator.

“We’ve created a modular business
that is delivered through an intelligent,
AI-powered platform, and a dedicated
team of highly skilled professionals.”
Global backbone
Do you have locations, users, and cloud
solutions globally that need to be connected
reliably and securely? We provide an SLAbased global backbone, which redundantly
interconnects all SASE regions. Together with
our default built-in network optimization (TCP),
we can guarantee superior performance for
interregional application traffic.

Cerebo SASE; delivered from the cloud, the edge or both
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Deployment services

Optional

Optional

Implementation
& transition
Global hardware delivery

SaaS optimization
SaaS traffic can be broken out directly from the
WAN edge at a branch location, or from one
of the SASE cloud gateways. The SASE fabric
continually measures the SaaS application
performance from each cloud gateway and
will dynamically select the cloud gateway that
provides the best SaaS performance.

Management
& support services

Optional

24x7 support

Level 1-4

Level 3-4

On-site hardware
replacement

Optional

Managed underlay

Optional

3rd party underlay

On request

Global hardware delivery
On-site installation

24x7 support
On-site hardware

AIOps

Optional

Customer
managed

Branch appliance consolidation
We’ll also help reduce the number of branch
appliances you have on site. The usual
collection of switches, routers, SD-WAN devices,
firewalls, WAN optimizers, servers and so forth,
Cerebo Platform
can be replaced by a single SASE gateway
appliance. Our branch-in-a-box solution offers
a wide variety of configurations and contains
capabilities for managing your VNF servicechain. This set-up reduces cost and simplifies
branch operations.
Optional

Optional

Optional

Optional

Optional

Optional

Optional

Optional

Level 1-4

Level 3-4

Optional

Level 3-4
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SD-WAN/SASE platform
management The Cerebo platform is
SD-WAN/SASE service

Managed underlay
toring, reporting, and

Self-service

Optional

You don’t need a Cerebo
engineer for everything,
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replacement

management

Optionalfor underlay, placing
Optional

The Cerebo platform:
delivery status.
On request
3rd party underlay
secure connections made
easy.

Managed detect &
response (planned)

tion for engineering.
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Network as-a-Service

Cerebo Platform

•
•
•
•
•

SD-WAN
Application QoS
Multipath traffic steering
Global SLA-backed backbone
Application optimization
(FEC & packet replication)
• TCP acceleration
• Saas acceleration
• WAN optimization

AIOps

Self-service

Reports

Platform-based
approach

The Cerebo platform is
driven by AI for IT operations (AIOps), collecting,
correlating, and analyzing
data and events for monitoring, reporting, and
acting when necessary.
The Cerebo platform:
secure connections made
easy.

You don’t need a Cerebo
engineer for everything,
since we offer self-service
for (amongst other things)
obtaining quotes, including
for underlay, placing
orders and tracking
delivery status.

In the Cerebo platform, you
can access real-time and
historical reports on various levels: key performance indicators for executive
and management, and
detailed technical information for engineering.

Whatever we do, we keep
our platform-based
approach in mind. With the
Cerebo platform, we’ll
make our services easy to
consume and as efficient
as possible.

The Cerebo SASE solution also supports
browser-based access. This provides the user
with access to applications via a SASE portal
which only shows the applications that the
user is authorized to access. The underlying
network is completely invisible, which eliminates
the possibility for hackers to access, and thus
attack, your network environment in case of a
compromised user device. Further protection
can be provided with remote browser isolation
(RBI), which will render internet content in an
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Optional

Optional

Implementation
& transition

Secure Access for remote and home users
A SASE client can be deployed for remote
and home users which will automatically and
securely connect users to their nearest cloud
gateway. The cloud gateway will apply the
relevant zero-trust network access (ZTNA)
policies for providing secure access to
applications based on the user’s context, such as
his location and device security posture.

Level 3-4

SD-WAN/SASE service
management

Managed detect &

Proof of Concept

Security
Cerebo SASE offers north-south security,
securing internet- and SaaS-bound traffic. And
east-west security, securing traffic between
customers sites, users, and public cloud services.
This includes next-generation firewall (NGFW)
with anti-malware and intrusion prevention
(IPS) services, and secure web gateway (SWG)
to control and secure access to the intern¬et.
Plus: CASB, a cloud access security broker that
provides centralized control over access to SaaS
services, including management over security
and data policies for these connections.

Optional

management

Fully response (planned)Comanaged
managed

Service

Architecture & design

Do you have offshore, rural, or distant locations
in your network? Then you often face specific
bandwidth restriction and latency challenges.
Cerebo SASE provides integrated WAN
optimization and application acceleration. This
drastically reduces WAN traffic and boosts the
performance of SaaS, cloud, and on-premise
applications over high-latency links.

Optional

SD-WAN/SASE platform

Project management

Deployment services

Optional

On-site installation

isolated environment in the SASE cloud. This
way, malicious code will never touch the user’s
Services & device.
Modules
Management
& support services

Consultancy

Professional services

Optional

		
•
•
•
•
•
•
•
•
•

Security as-a-Service

Next Generation Firewall (NGFW)
Zero Trust Network Access (ZTNA)
Network Obfuscation
Secure Web Gateway (SWG)
Cloud Acces Security Broker (CASB)
DNS Security
Data Loss Prevention (DLP)
User & Entity Behavoir Analysis (UEBA)
Remote Browser Isolation (RBI)
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Cerebo SASE: Network & Security as-a-service,
delivered together with our partners
Cerebo Networks partners with a select number of market leading solution providers to
provide the best secure connectivity for its customers:

Versa is the modern secure network. Available
via the cloud, on-premises, or as a blended
combination of both, Versa SASE connects
Enterprise branches, teleworkers, and end users
securely and reliably to applications in the cloud
or data centers around the world.

GNX delivers carrier neutral, next-generation
global connectivity services such as
Point-to-point, xDSL, fiber, DIA, wireless or
4G/5G to businesses who are building hybrid,
global wide area networks.

Riverbed | Aternity enables organizations to
maximize visibility and performance across
networks, applications and end-user devices,
so they can fully capitalize on their cloud and
digital investments.

Dell Technologies provides the essential
infrastructure for organizations to build their
digital future, transform IT, and protect their
most important asset—information.

“We are deeply invested in simplifying secure and reliable connectivity
for global enterprises. But we couldn’t do it without partners.”

How we make connectivity surprisingly simple
To help you where you need it most, we’ve structured our services in three main areas
and several solutions. What are you looking for?
Professional services
Hit the ground running with our bespoke advice,
concepts, and project management:
• Bespoke consultancy: we’ll help you build a
business case or deliver technical support for
design, implementation, problem solving and
other activities.
• Structured proof of concept: eliminate
uncertainties and convince internal
stakeholders by validating the solution
on a small, representative scale in your own
environment.
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• Tightly planned project management: we’ll
manage the project, stakeholders, risks,
and dependencies for you, so it’s delivered
on time, within budget and according to your
specifications.
Deployment services
Guarantee the right design and implementation
of your solution with:
• A clear design: we’ll set up detailed designs
for both overlay and underlay services, while
considering your current solutions.
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No matter what underlay

We developed the Cerebo

We believe in true part-

you need right now, we can
support you. Even if you

platform: the smart, AI-driven platform that automa-

nerships. For us that means
guiding you to the most

want some advice about it.

tes repetitive processes

secure and reliable net-

We can make it happen.

and simpliﬁes your net-

work solutions available.

work operations.

• Care-free implementation and transition: we’ll
take care of deployment and migration, so
you don’t have to worry about it.
• Global hardware delivery: all the equipment
you’ll need, delivered on time to your
Mix and match
your services
doorstep.
• On-site installation: you’ll be good
to go
inlooking
no for
Whether
you’re
someone to design secure
time with our step-by-step installation
or
we’ll
connections or a fully
do it for you.
managed service: you can
step in at the level that’s
most suitable for you.

Management and support services:
We’ll make secure connectivity worry-free by
offering the following support:
• 24/7 support: we’ll support you by monitoring
status, health and performance and proactively resolving any incidents and problems.
• Platform management: we’ll keep your
solution up and running, in good health and
updated with the latest release.

• Service management: your needs change.
So, we’ll fully manage your solution based
on changing business, application, and
security requirements.
• Managed
Service
obsession underlay: if you need additional
underlay; we work with 1,000s of ISPs around
world
Personal the
support,
short to provide the best links to your
lines of communication,
sites.
what you see is what you
• Third
underlay management:
get: that’s
what we party
call
service. And we’re a bit
regardless
of
which services you use, we can
obsessed about it.
help you manage third party underlay
services on your behalf.
• Managed detection and response: we’ll
continuously monitor your network for
suspicious activity and remediate threats and
incidents as they happen.

Services
Services &
& Modules
Modules
Fully
managed

Comanaged

Consultancy

Optional

Optional

Proof of Concept

Optional

Optional

Service

Professional services

Project management

Customer
managed
Optional

Optional

Architecture & design

Deployment services

Implementation
& transition
Global hardware delivery

Management
& support services

Optional

On-site installation

Optional

Optional

24x7 support

Level 1-4

Level 3-4

On-site hardware
replacement

Optional

Optional

Level 3-4

SD-WAN/SASE platform
management
SD-WAN/SASE service
management
Managed underlay

Optional

3rd party underlay

On request

Managed detect &
response (planned)

Optional
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How can we help?
SASE brings essential secure connectivity to
the age of clouds and remote work. But what
steps can you take today to increase security
and performance? We can help. Please, don’t
hesitate to contact us and discuss your current
challenges with us.
+31 (0)30 750 8907
info@cerebonetworks.com
cerebonetworks.com
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